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Abstract: This research explores the impact of digital citizenship education (DCE) in promoting
responsible online behavior and reducing cyberbullying among adolescents. With the increasing
prevalence of online risks such as cyberbullying, online aggression, and privacy breaches, this study
focuses on understanding how structured DCE curricula can equip adolescents with the necessary
knowledge and skills to navigate the digital world responsibly. The research aims to assess the
effectiveness of a curriculum-based intervention delivered over 8 weeks, involving pre- and post-
assessments to measure changes in students' knowledge, attitudes, and online behaviors. Data was
collected through surveys, behavioral assessments, and interviews to evaluate the impact of the
curriculum on students’ online conduct. The findings reveal a significant reduction in harmful online
behaviors, including cyberbullying, and a marked improvement in empathy, respect, and online
responsibility. The study demonstrates that proactive educational approaches, such as DCE, ate more
effective than punitive measures in fostering long-term positive online behaviors. The conclusion
emphasizes the need for integrating DCE into school curricula, with recommendations for educators,
policymakers, and parents to reinforce digital citizenship principles both in the classtoom and at home.

Keywords: Adolescents; Curriculum-Based Intervention; Cyberbullying; Digital Citizenship
Education; Online Behavior.

1. Introduction

The digital age has profoundly transformed the lives of adolescents, offering them
unprecedented access to information, communication, and social interaction through online
platforms. However, this digital immersion also presents significant risks, including
cyberbullying, online harassment, privacy breaches, exposure to inappropriate content, and
internet addiction. These risks pose serious threats to adolescents' mental and physical well-
being and require urgent attention from educators, parents, and policymakers to mitigate their
impact.

Cyberbullying and online harassment are among the most prominent risks faced by
adolescents in the digital space. Cyberbullying includes a range of harmful online behaviors
such as flaming, online harassment, and cyberstalking, which exploit the anonymity and vast
reach of the internet. Studies have shown that a significant percentage of adolescents either
experience or witness cyberbullying, with detrimental effects on their mental health,
sometimes leading to severe outcomes such as suicide . The mechanisms of cyberbullying are
complex, encompassing actions like sextortion, revenge porn, and catfishing, which further
exacerbate the vulnerability of adolescents in the digital environment . The anonymity
provided by online platforms allows perpetrators to exploit victims without facing immediate
consequences, making it harder for adolescents to escape these harmful behaviors.

In addition to cyberbullying, adolescents are frequently exposed to inappropriate content
online. This includes materials such as pornography, violence, and harmful representations of
substance abuse or eating disorders, which can have significant negative effects on
adolescents' mental health.
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The exposute to such content often leads to distorted perceptions of reality, increased
anxiety, and depression . Moreover, the lack of robust regulations in the digital world
compared to traditional media amplifies these risks, leaving adolescents unprotected from
harmful influences .

The issue of problematic internet use and addiction is also prevalent among adolescents.
Many adolescents spend excessive time online, leading to internet addiction, which is
associated with mental health issues such as anxiety, depression, and social isolation .
Furthermore, internet addiction can interfere with daily activities and responsibilities, further
impacting adolescents' overall well-being. The increasing time spent on digital devices also
contributes to a decline in face-to-face interactions and physical activity, which are essential
for healthy adolescent development .

Moreover, privacy and security concerns are paramount in the digital age. Adolescents
often share personal information online without considering the consequences, making them
vulnerable to identity theft, cyberstalking, and online grooming . Cybersecurity threats such
as phishing attacks, data breaches, and exposure to inappropriate content are heightened by
adolescents' lack of awareness regarding online privacy. This growing digital footprint further
exacerbates the vulnerability of adolescents in cyberspace .

Importance of Digital Citizenship Education, Digital citizenship education is essential in
today’s interconnected world, where cyberbullying and cybercrime are increasingly common.
It plays a crucial role in educating individuals, especially students, about the ethical use of
technology, promoting responsible behavior, and fostering a safer online environment. The
objective of this educational approach is to help students understand the potential risks of
online interactions and how to protect themselves and others from these threats. By focusing
on digital literacy, privacy, security, and ethical conduct, digital citizenship education aims to
empower students with the tools to navigate the online world effectively , , .

Promoting Responsible Online Behavior, Digital citizenship education encompasses
various aspects of responsible digital engagement. One of the key components is digital law,
which involves understanding the legal implications of online actions. It also includes digital
manners, which encourage respectful and appropriate online interactions, and digital
communication skills, which focus on effective and responsible communication in digital
spaces. Furthermore, digital rights and duties help individuals understand their rights and
responsibilities online. These components collectively guide students in making informed
decisions about their online behavior, protecting personal information, and respecting the
rights of others in digital environments .

Preventing Cyberbullying, Cyberbullying is a significant issue that affects individuals of
all ages, but it is particularly prevalent among adolescents. Digital citizenship education plays
a vital role in preventing cyberbullying by increasing awareness among students about what
constitutes cyberbullying and its potential consequences. It also empowers students to act as
responsible bystanders, encouraging them to intervene and support victims of cyberbullying
. Furthermore, by promoting empathy and respect in online interactions, digital citizenship
education helps to foster a culture of kindness and consideration in digital spaces.

Effectiveness of Digital Citizenship Education, Research has demonstrated that digital
citizenship education can have a significant impact on students' online behavior.
Implementation of digital citizenship cutricula has been shown to inctease students'
awareness of responsible online behavior and cyber risks . Studies also indicate that students
who participate in digital citizenship programs exhibit improved online conduct, with fewer
instances of cyberbullying and online aggression ,,. Additionally, participants in these
programs report positive perceptions of the curriculum, recognizing its value in improving
their digital skills and overall understanding of online safety .

Challenges and Future Directions, Despite its benefits, the implementation of digital
citizenship education faces several challenges. One major issue is the lack of resources in
underserved communities, which makes it difficult to provide comprehensive digital
citizenship programs . Another challenge is the need for continuous professional
development for educators, ensuring that they are equipped with the knowledge and skills to
effectively teach digital citizenship . Additionally, cultural and institutional bartiers can
influence the effectiveness of these programs, as varying cultural norms and levels of
institutional support may impact how digital citizenship education is received .
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2. Literature Review

2.1. Cyberbullying: Definisi dan Pengukuran

Cyberbullying telah menjadi masalah kesehatan masyarakat yang signifikan, terutama di
Cyberbullying: Definition and Measurement

Cyberbullying has become a significant public health issue, particularly among
adolescents worldwide. Cyberbullying refers to aggressive behavior carried out through digital
platforms, such as social media, with the intent to hurt or belittle individuals. The prevalence
of cyberbullying varies significantly, with victimization rates ranging from 1.9% to 84%, while
perpetration rates range from 5.3% to 66.2% ,. This phenomenon has garnered increasing
attention due to its widespread impact on adolescents' mental well-being.

2.2. Impact of Cyberbullying on Adolescents

The psychological impact of cyberbullying on adolescents is profound. It can lead to
issues such as depression, anxiety, low self-esteem, insomnia, paranoia, and even suicidal
thoughts. Victims often experience stress, isolation, and a decline in academic performance .
The anonymity provided by the internet, along with the rapid spread of information,
exacerbates these effects, making it difficult for victims to escape the harassment they face .

2.3. Risk Factors Affecting Cyberbullying

Several risk factors contribute to the likelihood of becoming a victim or perpetrator of
cyberbullying. Personal factors such as age, gender, online behavior, and past experiences
with bullying are significant predictors ,,,. Psychological factors such as depression,
impulsivity, and moral disengagement are often linked to an increased risk of both
perpetration and victimization . Additionally, social factors like poor parent-child
relationships and negative peer interactions also increase the likelihood of involvement in
cyberbullying ,. Environmental factors such as geographic location and socio-economic status
also play a role in the prevalence of cyberbullying .

2.4. Protective Factors Against Cyberbullying

Several protective factors can reduce the risk of involvement in cyberbullying. Higher
levels of empathy and emotional intelligence are associated with lower involvement in
cyberbullying. Positive school climates and supportive environments can also reduce
incidents of cyberbullying. Strong parent-child relationships, with effective communication
and supervision, act as a safeguard against cyberbullying .

2.5. Intervention Programs to Address Cyberbullying

Various intervention programs have been developed to address cyberbullying.
Awareness and educational programs like Conectado and Cyberprogram 2.0 focus on
increasing youth awareness of the risks and providing strategies to cope with them . Skills
training to handle cyberbullying is also a crucial component of successful interventions ,.
Interactive tools such as serious games and modules have proven effective in engaging youth
and reducing cyberbullying incidents . A self-compassion training approach has also been
proposed to help victims manage the psychological impacts of cyberbullying .

2.6. Other Digital Risks Beyond Cyberbullying

In addition to cyberbullying, digital technology use exposes adolescents to other risks
such as exposure to suicide-promoting websites, online sexual solicitation, and financial scams
. These risks require comprehensive digital risk assessments and targeted interventions to
ensure the safety and well-being of adolescents in the digital age .

2.7. Digital Citizenship Education (DCE) Definition

Digital Citizenship Education (DCE) is a framework aimed at equipping individuals with
the knowledge, skills, and values needed to participate responsibly in the digital world. DCE
includes understanding digital society, utilizing digital tools effectively, and fostering the
correct attitudes and values for digital participation . DCE can be viewed as an extension of
traditional citizenship education, focusing on living critically and safely in digital
environments . As an evolving field, DCE prepates individuals to be responsible digital
citizens, capable of functioning effectively in a technology-connected society.
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2.8. Core Components of DCE

The core components of DCE can be categorized into three main areas: knowledge,
skills, and values. In terms of knowledge, DCE teaches an understanding of digital society
and its dynamics, as well as media literacy, which includes the ability to access, analyze,
evaluate, and create digital content ,. In terms of skills, DCE includes digital literacy, which
encompasses digital etiquette, critical thinking, and digital security. DCE also teaches online
information searching strategies and information literacy, which help adolescents manage
information found online ,. Finally, in terms of values and attitudes, DCE emphasizes the
ethical and responsible use of digital technologies, civic engagement and participation in
digital spaces, and the development of democratic competences such as critical reflection,
social and intercultural competencies, and media literacy .

2.9. Benefits of DCE for Adolescents

DCE plays a crucial role in helping adolescents develop positive online behaviors and
navigate the digital world effectively. One of the primary benefits of DCE is the development
of critical thinking and media literacy, which enables adolescents to evaluate digital content
critically and distinguish credible information from misinformation ,. Additionally, DCE
encourages cthical online behavior by promoting the safe and respectful use of digital
technologies . DCE also encourages adolescents to participate actively and responsibly in
digital civic activities, enhancing their engagement in societal issues . Moreover, DCE helps
adolescents appreciate diverse perspectives and promotes intercultural understanding, which
is vital in a globally connected world .

2.10. Strategies for Implementing DCE

Effective implementation of DCE requires considering several strategies. First, teacher
training is crucial to provide educators with the knowledge and resources necessary to
integrate DCE into their teaching practices. Curriculum development also plays a vital role in
designing comprehensive DCE curricula that cover knowledge, skills, and values, and are
adaptable to various educational contexts . Additionally, using active, participatory, and
interactive teaching methods can engage students in real-world digital citizenship scenarios,
helping them understand and apply DCE concepts in their daily lives ,.

3. Materials and Method

The research will focus on designing a digital citizenship curriculum to educate
adolescents on ethical online behavior, privacy, respect, and safety. The program will be
delivered over 8 weeks, including lessons on digital etiquette, online security, and the
consequences of harmful online behavior like cyberbullying. Pre- and post-assessments will
be used to measure the impact of the curriculum, with a focus on changes in knowledge,
attitudes, and online behaviors.

Data will be collected through surveys, behavioral assessments, and interviews. The
sutveys will assess changes in adolescents' understanding of digital citizenship and their ability
to make responsible online decisions. Behavioral assessments will observe improvements in
online conduct, such as more respectful interactions and better use of privacy settings.
Interviews will provide qualitative feedback on how the curriculum influenced participants’
online behaviors. Statistical analysis will be conducted to evaluate the effectiveness of the

program.
e A
Curriculum-based Outline the design of a digital citizenship
Intervention \ curriculum aimed at teaching adolescents
\. J about ethical online behavior, respect,
privacy, and safety.
e N
Methodology Describe the structure of the intervention,
\ including pre- and post-assessments,

participant selection (adolescents), and the
duration of the program.

Data Collection —_—

Discuss the methods for data collection.

Figur 2. Research Methodology Flowchart.
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3.1. Curriculum-Based Intervention

The study will focus on designing and implementing a digital citizenship curriculum
aimed at educating adolescents about ethical online behavior, privacy, respect, and safety. The
curriculum will cover critical topics, including digital etiquette, online security, privacy
management, and understanding the consequences of harmful online actions such as
cyberbullying. The intervention will be structured to include engaging activities such as
interactive case studies, multimedia resources, and role-playing to ensure an immersive
learning experience. The goal of the curriculum is to equip adolescents with the skills and
knowledge required to make responsible decisions in digital environments, helping them
become responsible digital citizens.

3.2. Methodology

The intervention will employ a pre- and post-assessment design to evaluate the
effectiveness of the digital citizenship curriculum. The program will be delivered over 8
weeks, with one lesson each week. The sample will consist of adolescents aged 12 to 18,
recruited from local schools to ensure diversity in terms of gender, age, and socio-economic
background. The pre-assessment will measure baseline knowledge, attitudes, and behaviors
regarding online privacy, respect, and safety, while the post-assessment will capture any
changes in these areas as a result of the curriculum. Informed consent will be obtained from
both the adolescents and their guardians.

3.3. Data Collection

Data collection will involve a combination of quantitative and qualitative methods.
Surveys will be administered both before and after the intervention to measure any changes
in participants’ understanding of digital citizenship, privacy, and ethical online behaviors. The
surveys will include a mix of Likert scale questions, multiple-choice questions, and
hypothetical scenarios to assess the participants' decision-making abilities and their
understanding of responsible online behavior. In addition to surveys, behavioral assessments
will be conducted to observe any changes in online conduct, such as increased use of privacy
settings, more respectful communication, and reduced engagement in harmful online
behaviors like cyberbullying. Interviews will also be conducted with a select group of
participants to obtain qualitative insights into their experiences with the curriculum and its
impact on their online behaviors. Statistical analysis will be applied to evaluate the significance
of any observed changes.

4. Results and Discussion

4.1. Findings

The outcomes of the curriculum-based intervention revealed positive results in reducing
harmful online behaviors, particularly cyberbullying, online aggression, and irresponsible
digital actions. After participating in the 8-week program, adolescents showed a noticeable
improvement in their understanding of digital citizenship concepts. The reduction in
aggressive behaviors such as cyberbullying and harassment was evident, with survey data
indicating that students became more cautious and responsible in their online interactions.
They also demonstrated increased awareness of online privacy and safety, suggesting that the
curriculum effectively addressed key digital risks faced by adolescents.

Additionally, the program facilitated significant behavioral changes in participants,
including higher levels of empathy, respect, and responsibility in digital spaces. Adolescents
reported feeling more empowered to intervene in cases of cyberbullying, either by reporting
incidents or supporting the victims. These behavioral shifts were reflected in post-assessment
surveys, where participants demonstrated improved attitudes towards online communication
and a greater commitment to safeguarding their online presence and privacy.

4.2. Discussion

The positive findings highlight the potential of a structured, curriculum-based approach
to reducing harmful online behaviors like cyberbullying. By targeting adolescents directly, the
program addressed both the knowledge and behavioral components necessary for fostering
responsible online citizenship. The cutticulum's success in reducing cyberbullying incidents
shows that adolescents can be taught to recognize the consequences of their online actions,
and more importantly, to adopt behaviors that promote a respectful and safe online
environment.
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Furthermore, the program's emphasis on empathy and emotional intelligence was key in
promoting respectful digital interactions. Adolescents who participated in the curriculum not
only learned about the risks associated with online behavior but also developed a deeper
understanding of the psychological impact of cyberbullying on their peers. This empathy-
driven approach proved to be effective in encouraging adolescents to take responsibility for
their online actions and to intervene when witnessing cyberbullying.

The intervention’s impact on improving online behavior can also be attributed to the
interactive and engaging nature of the curriculum. The use of real-world scenarios, role-
playing, and group discussions allowed adolescents to practice conflict resolution and ethical
decision-making in a safe, supportive environment. These expetiences likely contributed to
the observed increase in respectful behavior and the reduction in aggressive online actions.
The success of this intervention suggests that similar programs could be scaled up or adapted
for wider use, potentially fostering a generation of more responsible and ethical digital
citizens.

5. Comparison

The comparison between proactive educational approaches, such as digital citizenship
education, and punitive measures like disciplinary actions reveals that the proactive approach
is more effective in fostering long-term positive behavior. Digital citizenship education
focuses on teaching adolescents the ethical use of digital tools, respect for others, privacy,
and online safety. This approach promotes understanding and internalization of responsible
online behavior, creating a foundation for long-term behavioral change. On the other hand,
punitive measures, such as suspensions or punishments, only address negative behavior after
it occurs, providing a temporary solution without fostering a deeper understanding of the
underlying issues or encouraging long-term responsibility in digital spaces.

In terms of long-term effectiveness, digital citizenship education offers a more
sustainable solution compared to short-term punitive actions. By focusing on developing
critical thinking, empathy, and ethical decision-making, digital citizenship education equips
adolescents with the necessary skills to navigate online environments responsibly. While
punitive measures may reduce certain negative behaviors in the short term, they do not
provide the tools or knowledge to prevent future incidents or promote lasting behavior
change. Thus, digital citizenship education not only addresses immediate online risks but also
cultivates responsible digital citizens who are equipped to make ethical decisions and
contribute positively to the digital world.

6. Conclusion

The findings of this study highlight the effectiveness of digital citizenship education
(DCE) in promoting responsible online behavior and reducing cyberbullying among
adolescents. The cutriculum demonstrated positive outcomes by increasing adolescents'
awareness of digital risks and fostering ethical online conduct. By emphasizing empathy,
privacy, and respect in digital spaces, the intervention contributed to a reduction in harmful
behaviors such as cyberbullying and online aggression. These results underscore the
importance of proactive educational approaches, which empower adolescents to make
informed decisions and engage responsibly online, compared to reactive punitive measures.

For successful implementation of digital citizenship education, it is recommended that
policymakers prioritize its integration into school curricula, ensuring comprehensive
programs that address online safety, ethics, and privacy. Educators should be trained to teach
DCE effectively, incorporating interactive and engaging methods to deepen students'
understanding. Parents should reinforce these lessons at home by promoting open
discussions on responsible internet use. Furthermore, collaboration between schools,
communities, and online platforms can help extend these lessons beyond the classroom,
creating a supportive environment that encourages positive digital engagement and
responsible online behavior.
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